Legacy Health
HIPAA Privacy and Security Training
Students, Volunteers, and Contractors
This module is designed for Legacy work force members who will work temporarily at
Legacy Health. The self-learning module should be completed within 2 weeks of your
beginning work at Legacy.
Course Objectives:
1. To understand the basic concepts of the HIPAA Privacy rules
2. To understand the purpose of the Notice of Privacy Practices
3. To understand the basic concepts of HIPAA Security rules
4. To understand HITECH HIPAA rules
5. To understand how to report a HIPAA concern.
6. To understand Legacy Health policies and forms related to HIPAA
Direction for use
This module must be completed in its entirety, including completion of the posttest. A
passing score of 80% is required. Your Manager will retain documentation of your
completion of this course in your file.
Overview: What is HIPAA?
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a
multifaceted piece of legislation covering insurance portability, fraud enforcement
(accountability), and administrative simplification (reduction in health care costs) and to
provide patient confidentiality and protection of health information.
The Basics Concepts of HIPAA
Privacy and confidentiality refer to an individual's right to control access and
disclosure of his/her protected, individually identifiable health information (PHI). Under
HIPAA, this means that information provided by the patient to health care providers and
notes and observations about the patient's health will not be used for purposes other
than treatment, payment or health care operations. As cases of misused health
information have increased, Congress has taken action to make hospitals and health
care providers do more to protect health information privacy and confidentiality.
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And with enactment of HIPAA, the idea that patients have the right to privacy and to
confidentiality became more than just an ethical obligation of physicians and health care
organizations. It became the law.
The Privacy rule also covers all "covered entities," which include health care providers,
health plans, employers or clearinghouses, not just those entities that transmit
information electronically.
Regulations implementing the privacy component of HIPAA cover protected health
information (PHI) that is transmitted or that is maintained in any medium by covered
entities. Individually identifiable information is any information, including demographic
information, that identifies an individual and that meets any or all of the following criteria:


Is created or is received by a health care provider, health plan, employer or
health care clearinghouse



Relates to the past, present or future physical or mental health or condition of an
individual



Describes the past, present or future payment for the provision of health care to
an individual

It's important to realize that HIPAA privacy regulation is not limited to health
information that is maintained or transmitted electronically, but also information
conveyed on paper or via the spoken word.
What is considered Protected Health Information (PHI)?
Patient name

Health plan beneficiary number

Street address, zip code, city;

Certificate/license number

Phone number

Vehicle ID number, license plate number;

Fax number

Device identifier number and serial number;

Email address

Web Universal Resource Locator number;

Birth date, admission date,

Internet Protocol (IP) address;

discharge date, date of death all ages
over 89
Social security number

Fingerprints, voice prints, other biometric
identifier;

Medical record number

Full face photographic images;

Account number

Any other unique identifying number,
characteristic or code
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It's not always what you think it is
Remember to take care in disclosing any details that could allow a third party to guess
at the identity of the patient, even when his/her name is not provided. An example of
this type of information might be a patient‘s condition or date of surgery.
Treatment, Payment and Operations (TPO)
It is permissible to use and disclose PHI for purposes of treatment, payment or
healthcare operations
"Health care operations" are defined as activities considered to be in support of
treatment and of payment and for which protected health information could be used or
could be disclosed without individual authorization. These activities are described in
Legacy‘s Notice of Privacy Practices and in policy LH 700.16 Patient Rights Under
HIPAA. Some examples provided by HIPAA include:


Conducting quality assessment and improvement activities



Training future health care professionals



Fundraising conducted by a provider or its fundraising arm for its own benefit,
providing the patient is given an opportunity to opt out



Population-based activities related to improving health or to reducing health care
costs, protocol development, case management and care coordination

Among those activities not considered health care operations are:


Marketing of health and non-health items and services



Disclosure of protected health information for sale, rent or barter



Disclosure to an employer for employment determinations



Certain types of fundraising activities that require authorization, such as those
not for the benefit of the provider or the provider organization

The minimum necessary standard
Providers must make a reasonable effort to use or disclose only the ‗minimum
necessary‘ amount of the protected health information they ‗need to know‘ in order to do
their jobs.
However, they can disclose information requested by other health care providers if the
information is vital for treatment. To determine what is necessary to be disclosed and
what should be withheld, consider the following questions:
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How much information are you planning to use or to disclose? By using the information,
will the number of people who are likely to have access to that information increase?
How important is it that I use/disclose this information? What‘s the likelihood that further
uses or disclosures could occur? Where is the information being disclosed (location)
and in what form (e-mail, conversation)? Making minimum necessary determinations is
a balancing act. Providers must weigh the need to protect patients‘ privacy against their
reasonable ability to limit the information that is disclosed and to deliver quality care.
There is no minimum necessary requirement when it comes to treatment.

Case #1: The problem
Susan is a therapist in the ER of a city hospital, and she has just heard that a fellow
employee is pregnant. The other staff members would like to give her a baby shower,
but nobody knows when the baby is due or if it is a boy or a girl. Susan has access to
the records, and could easily find the answers to both questions.
Question: Should Susan try to get information about the pregnancy and share it
with the staff?
Case scenario #1: The answer
Absolutely not. This is clearly an unauthorized use of medical information. Remember
that any time patient information is used for purposes other than treatment, payment
or operations, it must be authorized by the patient.

What if you see information you do not need?
However, there still will be occasions when you will have access to confidential
information that you don‘t need for your work. For example, if a patient is placed in an
isolation room, you may become aware of why he or she is there, or you may suspect
you know why. This is confidential information about a patient; do not communicate it to
anyone else.
You may also see patient information on dry erase boards throughout the facility. Do not
use this information in anyway, and do not disclose it to anyone, including coworkers,
other patients, patient visitors or anyone else who may ask.
In the course of doing your job, you may also find that patients speak to you about their
condition. This ‗incidental disclosure‘ of information will occur during the course of your
work, and there's nothing illegal about it; however, you must remember that patients
trust you to keep this information confidential. Do not pass it on.
Patient Rights under HIPAA
 Receive a copy of Notice of Privacy Practices
o We post it in the Lobby and hand it out at each new visit.
o Available at www.LegacyHealth.org
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Access their own PHI (Protected Health Information)
o Patients can request copies of their medical record in writing using
―Patient Access Form‖
Request Restriction of Uses and Disclosures
o Patient can request records not go to specific people or places.
o Requests are in writing using the ―Right to Restrict Form‖.
Request Amendments to their records
o Patients may request corrections to their medical record.
o Requests are in writing using ―Request for Amendment to Medical Record
Form‖.
Receive an Accounting of Disclosures
o Patients may request a list of places that their medical records were sent.
Request Confidential Communications
o Patients may request to be contacted at a specific number or location.
o Requests are in writing using ―Request for Confidential Communications
Form‖

Here are some common ways that staff members can protect patient privacy:


Close doors when discussing patients protected health information.



Move away from any conversation about a specific patient‘s care.



Avoid discussions about patients in elevators and cafeteria lines.



Do not leave messages on answering machines regarding patients protected
health information.



Avoid paging patients using identifiable information, such as their conditions,
names of physician or unit, that could reveal their health issues.

The right to privacy is essential to the Legacy‘s mission, and it‘s important to patients—
many of whom will be uncomfortable in their strange surroundings.

Case #2: The problem
Consider the example of a male patient in the waiting room. He‘s the only male in the
room. His physician is discussing his condition—testicular cancer—with a nurse and
everyone in the waiting room can hear the conversation
Question: What could have been done differently to protect this patient’s privacy?
Case scenario #3 The answer
This patient‘s case should only have been discussed in a private room or in a manner where
details could not be overheard. Even when the patient‘s name is not specifically used in
conversation, remember that details about his or her case or condition can be identifying
factors in certain circumstances.
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Case #3: The problem
Mr. Olsen, a patient in the facility, has had an adverse reaction to his medications. The
nurse tries several times to reach the patient‘s physician for instructions, with no success.
Finally, she reaches the club where the physician is attending a social event. She asks the
receptionist to tell the physician that Mr. Olsen has had an adverse reaction to his
medications, and she urgently needs the physician to call.
Question: What should the nurse have done differently?
Case scenario #2: The answer
Leaving a message with someone other than the physician that provides any identifying
details about the patient or his condition is a breach of confidentiality. If the person
receiving the message knows Mr. Olsen, then information about his presence at the facility
and his condition could lead to speculation about the patient. Whether in person, on the
phone or via voicemail, never leave a message with a third party that contains specific
information about a patient that can identify him or her. The nurse should have simply
requested an immediate call back from the physician about an urgent patient matter.

Maintaining records
When patient information is in your possession, you are responsible for keeping it
safeguarded. Do not leave it unattended in an area where others can see it.
This is especially important in public buildings, provider locations and areas with heavy
pedestrian traffic.
When you are done using paper patient information, return it to its appropriate location,
i.e., the Health Information Management department or to a file at a nursing station.
When you are done accessing electronic patient information, log off the system. Do not
leave the information visible on an unattended computer monitor.
When discarding paper patient information, make sure the information is shredded and
preferably locked in a secure bin. Leaving paper patient information intact in a
wastebasket can lead to a privacy breach. What if the wastebasket is knocked over and
the information is not placed back with the rest of the contents? What if the paper
information falls off a recycle truck and blows down the street?
Patient directories
Hospitals can list certain information about each patient in their patient directories.
However, they must give patients the opportunity to opt out of inclusion in the directory
or to restrict the amount of information available in the directory. If a patient agrees to
be listed in the directory, the following information can be given to visitors or to callers
who ask for the patient by name:
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* Location in the facility
* General condition (such as stable, good, fair, etc.)
*Religious affiliation (to clergy only)
If a patient opts out of the directory entirely, staff should not provide any information
to callers or to visitors, including whether the patient is at the facility.

HIPAA Security Rules
HIPAA Security rule sets forth regulations to protect health information that is stored or
that is transmitted electronically. The security regulations call for certain technologies to
protect electronic individually identifiable health information. Additionally, organizations
must have physical security to protect patients and patient PHI. The regulations
require organizations to:


Have procedures to verify the identity of a person seeking access to electronic
PHI and ensure the use of passwords to protect information from unauthorized
users

Our Information Services (IS) department is working to ensure this technology is in
place for compliance.
Case #4: The problem
An individual tells you that he is here to work on the computers. He wants your password
to log on to the electronic medical record system.
Question: What do you do?
Case #4: The answer
It is never necessary for you to provide your personal password to a representative from
Information Services (IS) or to an outside service person hired by your IS department.
Before providing this person with physical access to the computer, make sure he has
passed through the appropriate clearance. A proper response may be to ask him who is
his contact person at the hospital. Call the contact person to see if the individual has
signed a confidentiality agreement. . If you are unsure of the individual‘s identity and of his
reason for requesting access, contact your supervisor.
Passwords
Choose Strong passwords
 Use a minimum of six alpha numeric characters
 A-Z /a-z and 0-9
 Use both capital and small letters
 Use a combination that you will remember - B4ur2L8
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Keep passwords private/secret
DO NOT Share with anyone
 DO NOT use anyone else‘s password
 Log out every time you are finished documenting
 DO NOT walk away from a computer without logging out
 Change your password regularly
o Every 90 days for Echart and Cerner
o Every 180 days for Network sign on
Ways to protect electronic data
If you have access to electronic medical records, here are some ways to protect patient
privacy:


Use screen savers to block patient information that is displayed on unattended
computer monitors.



Point computer monitors in such a way that people walking by or visitors cannot
view the on-screen information.



Always log off when leaving a workstation.



If you need to discard data or information that is kept electronically, always check
with your supervisor about the proper procedure. Confidential information stored
on diskettes or CDs should never simply be thrown away in waste bins. Deleting
information a single time from your PC's hard drive may not take care of the
removal of all copies of the file.

Faxes
HIPAA does not specifically address faxing patient information, but as with any form of
health information, it is protected under the privacy rule. Work force members need to
understand that faxed patient information can easily fall into the wrong hands, which
would be a violation of privacy.
If you do fax patient information, make sure you are faxing it to a dedicated fax machine
in a secure location and make certain that the person to whom the information is being
faxed actually receives the fax. If you know you will receive a fax that contains patient
information, tell the person faxing the information to warn you ahead of time so that you
can be present to receive it.
Do not let faxed patient information lay around a fax machine unattended. Immediately
dispose of or file faxed information before others can see it.
Using E-mail
HIPAA does not ban the use of e-mail for sending patient information, but the security
regulation does require organizations to put security mechanisms in place, including the
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use of password protection and encryption when sending patient information outside the
Legacy network. Check with your supervisor if you are not familiar with Legacy‘s policy
for sending and receiving e-mail (LH 700.24 Electronic Systems and Communication
Policy). Be sure to familiarize yourself with this if you use e-mail in the performance of
your job. This policy will both protect confidentiality of information and protect the
computers from harmful viruses.
Remember that in your role at work, e-mail is not meant for personal use. Sharing or
opening attached files from an unknown source can open the door to viruses and to
hackers. It‘s also important to remember that you can never be sure who will have
access to your e-mail on the receiving end. When you send e-mails, always double
check the address line just before sending the message. Be sure that your e-mail
doesn‘t go to the wrong person or to the wrong list by mistake! Never send confidential
information about a patient in an e-mail unless it is secured.
As with faxes, do not let printed e-mails lay around. Immediately dispose of printed emails after use or file them in the medical record, as appropriate.
Case #5: The problem
You are just coming off a double shift in the lab, and a physician has asked you to fax
his patient‘s lab test results to his office fax. The results are ready, but it‘s after hours
in his office, and none of his office staff is available to receive the fax.
Question: What do you do?
Case scenario #5: The answer
Don‘t send the fax to an unattended machine unless you have been assured that it is
in a locked room or has a locked cover. You have no way to ensure that someone will
not see the fax besides the physician or his staff. Talk with the incoming shift about
handling the fax during office hours, and leave a message with the physician‘s office
asking them to call for a fax of the results that were requested. Make sure not to leave
the patient‘s name or other identifying information on the message.

Case #6: The problem
It has been practice in the Admitting office to leave the computer system at the
reception desk logged on at the end of a shift. This saves time for the next staff that
need to retrieve records.
Question: Is this an allowable practice under HIPAA?
Case #6: The answer
Although it may seem to be a timesaver, this practice is the same as sharing a
password. Remember that when others are allowed to access the system under your
password, there can be no way to audit who sees records and when they see
them. You should never stay logged into the system beyond the end of your shift.
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Potential Penalties for Violations
Inadvertent violations vs. intended violations
Breaking HIPAA privacy or security rules can mean either a civil or criminal
sanctions. Civil penalties are usually fines. These are the result of ―inadvertent
violation,‖ not necessarily resulting in personal gain. These penalties can result in fines
of up to $100 for each violation of a requirement per individual. For instance, if the
hospital disclosed 100 patient records, it could be fined $100 for each record, for a total
of $10,000.
Have you ever accessed a co-worker‘s medical record to learn his or her date of birth?
Or looked up a neighbor‘s medical history out of curiosity? Under HIPAA, this could
earn Legacy a civil sanction and a fine. In some specific cases, even ―inadvertent
violations‖ can result in criminal sanctions.
Criminal penalties for "wrongful disclosure" can include not only large fines but also jail
time. The criminal penalties increase as the seriousness of the offense increases. In
other words, selling patient information is more serious than accidentally letting it be
disclosed, so it brings stiffer penalties. These penalties can be as high as fines of
$250,000 or prison sentences of up to 10 years. For example:


Knowingly releasing patient information can result in a one-year jail sentence and
$50,000 fine.



Gaining access to health information under false pretenses can result in a fiveyear jail sentence and a $100,000 fine.



Releasing patient information with harmful intent or selling the information can
lead to a 10-year jail sentence and a $250,000 fine.

For instance, criminal penalties for ―egregious violations‖ could result from the sale of a
celebrity‘s medical record information to a tabloid newspaper or the sale of health
information to marketing or pharmaceutical companies for personal profit.
Legacy Health is committed to protecting patient privacy and confidentiality. When you
fail to protect patient information and patient records by not following Legacy‘s privacy
policy, it can have an impact on your ability to do your job, on your status with Legacy
and even on your license to practice. You should carefully review Legacy‘s privacy
policy to be clear about its requirements (LH 500.501 Confidentiality and Privacy of
Information).
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HITECH HIPAA
 New HIPAA Regulations signed into law in February 2009
 Requires notification in writing to a patient when PHI is breached
o Requires notification to the Secretary of Department of Health and Human
Services for all breaches
o Kathleen Sebelius
What is a PHI Breach?
 Unauthorized access, use, or disclosure of PHI that compromises the security or
privacy of an individual
 Verbal, paper, or electronic form
 Poses a significant risk of financial, reputational, or other harm to the individual
Examples of HIPAA Breach











A hospital billing department sends a bill to the wrong individual which is opened
by the recipient.
Lost or stolen laptops, PDA, flash drive, CD
Loosing a medical record or facesheet
A clinic mails lab results to the wrong patient.
A hospital employee accidentally gives a discharge order form to the wrong
patient
Employee looking (snooping) in a patient medical record – not related to direct
patient care or quality review
Sharing information you learned about a patient – not related to direct patient
care or quality review
Reviewing census information just to see who is admitted into the facility.
Basically any medical record review not related to your job, direct patient care, or
as part of quality review.

How to Report a HIPAA concern or possible Breach
Report it using the HIPAA Hotline
 503.413.4495
 Email ―HIPAA Privacy‖
 www.MyComplianceReport.com.


Data breach reporting is required by law and Legacy policy. If you are uncertain
if an event constitutes a breach, report it. The investigation and response team
will determine if a breach occurred.
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HIPAA Privacy Challenges – Special considerations to Protect PHI
 Cell phones with cameras
 Facebook pages / groups / friends
 Text messaging with photos / videos
 WiFi access
 Electronic Medical Records
 Email
 Other social networking sites
HIPAA Privacy – Ensuring Access and Protection
Legacy audits access to:
 Electronic medical records
 Internet use
Audits based on:
 Patient concerns / complaints
 Manager / HR requests
 Random reviews
HIPAA Privacy / Security – Ensuring Access and Protection
No matter who you are, where you work and what you do, you play a role in protecting
our patients.




All LH employees uphold HIPAA policies and procedures.
Legacy has a zero tolerance policy when it comes to HIPAA violations.
Sanctions are applied universally.

Additional Resources
 HIPAA Hotline 503.413.4495 (34495 within Legacy)
 Information Resources Customer Service 503.415.5888 (55888 within Legacy)
 Email ‗HIPAA Privacy‘
 Public Folders (.Systemwide/HIPAA)
 Privacy Official
 Security Official
 HIPAA Compliance Manager
 LH Legal Counsel
The following policies are located on the Legacy Health Intranet
100.75 Disclosure in Response to a Subpoena, Court Order, or Other Legal Inquiry
700.02 Information Systems Management
700.08 Internet Guidelines
700.15 Minimum Necessary
700.16 Patient Rights under HIPAA
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700.17 Use & Disclosure of PHI through Internal & External Registries/Repositories
700. 18 Use & Disclosure of PHI
700.35 Breach Notification
700.33 Disclosures of Patient Directory Information
700.27 Law Enforcement
The following guidelines, Notice of Privacy Practices, and other documents may
be found at: Legacy Public Folders in Outlook (Public Folders/All Public
Folders/.System Wide/HIPAA)
 Guidelines on Testimony Involving Protected Health Information
 Guidelines for Use & Disclosure of Protected Health Information
 Oral Disclosure of Patient Information to Family & Friends
 Guidelines for Faxing Protected Health Information
 HIPAA Privacy & Security Training for Students, Volunteers, and Contractors
 Notice of Privacy Practices (English, Spanish, Vietnamese, Russian)
 Accounting of Disclosures form
 Patient Request for Access form
 Authorization to Use and Disclose PHI form
 Request for Restriction form
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HIPAA General Post Test
Name
Dept:

Date:

1. What is the primary goal of HIPAA?
a)
b)
c)
d)

Hospital accreditation
Patient confidentiality and protection of health information.
Fraud enforcement
Administrative simplification

2. Which is the best description of covered entities under HIPAA?
a) Physician offices
b) Insurance companies
c) a and d
d) Nursing homes, home health agencies and hospitals
3. What are the two kinds of sanctions under HIPAA?
a) Egregious and inadvertent
b) Criminal and civil
c) Warranted and unwarranted
d) Security and privacy
4. What kind of personally identifiable health information is protected by HIPAA’s
privacy rule?
a) Paper
b) Electronic
c) The spoken word
d) All of the above
5. True or False?
Patients may request to have an amendments to their medical record.
6. Under HIPAA, what is not an example of a health care operation?
a) Some fundraising activities
b) Medical record reviews
c) Selling patient lists to a pharmaceutical firm for marketing their products
d) Accreditation surveys
7. What does HIPAA say about faxing patient information?
a) It can only be done among providers.
b) All patient information must be de-identified.
c) It is not allowed.
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d) You should ensure that the fax is secure. Examples of securing faxes may
include sending to a secure machine or ensuring that the receiver is at the
machine waiting for the fax.
8. Which of the following are some common features designed to protect the
confidentiality of health information contained in patient medical records?
a) Password protection
b) Locks on medical records files or on file rooms
c) Rules that prohibit employees from looking at records without a need to know the
information for their jobs
d) All of the above
9. When is patient authorization required?
a) In most cases, when patient information is going to be shared with anyone other
than for purposes of treatment, payment or healthcare operations
b) Upon admission to the hospital
c) When patient information is to be shared among two or more clinicians
d) When patient information is used for billing a private insurer
10. True or false:
Confidentiality protections cover not just a patient's health related information,
such as their diagnosis, but also other identifying information such as Social
Security numbers and telephone numbers.
11. If you suspect someone is violating the hospital’s privacy policy, you should:
a) Confront the individual involved and remind him or her of the rules.
b) Watch the individual involved until you have gathered evidence against him or
her.
c) Report your suspicions to the hospital's privacy or compliance official, as outlined
in your hospital policy.
12. True or false:
Computer equipment that has been used to store patient health information must
undergo special processing to remove all traces of information before it can be
disposed of.
13. What is the Notice of Privacy Practices?
a) A notice that is supplied to computer repair services to tell them what file formats
our organization uses
b) A notice required by HIPAA that explains Patient Rights under HIPAA and how
patient information will be used.
c) A notice included only in patient billing forms
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Answer Key to HIPAA Privacy and Security Training for Students, Volunteers and
Contractors
Final Exam:
1. B
2. C
3. B
4. D
5. False
6. C
7. D
8. D
9. A
10. True
11. C
12. True
13. B
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